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ACHIEVEMENT

Volunteer of kerala police
cyberdome

KEY SKILLS

SQA Tools & Best Practices
Test cases , Plans & Scripts
Defect & Bug Discovery
Technical Specification Analysis
System & Unit Testing
Acceptance Testing
Regression Testing

Load Testing

Tracking, Logging & Reporting
Program Logic & Optimization
Selenium automation Tool
postman API checking Tool
Issue Identification &
Documentation

MUHAMMED SHAHID P S

QUALITY & CYBER SECURITY ANALYST

MCSE | RHCSA | CCNA | CCNP | CSAICEH

ACADEMIC QUALIFICATIONS

NETWORK SECURITY (CCNP)
Training In Cisco Routers & Switches
2019

CERTIFIED IT INFRASTRUCTURE & CYBER SECURITY ANALYST (CICSA)
[ MCSE | RHCSA | CCNA | CSA/CEH 1]
2018

UNIVERSITY OF MAHATMA GANDHI
BCA- Computer Science

2014-2017

HIGHER SECONDARY

Board of HSE kerala

2012-2014

SSLC

Kerala Board of Examination
2012

EXPERIENCE
1. QUALITY & CYBER SECURITY ANALYST (WEB /| APP)
A4 MERCANTILES PVT LTD, Ernakulam : 01/03/2022 - PRESENT
« Developed the test plan for Applications and websites.
+ Research new threats and attacker techniques.
« Executed system, User Acceptance, and other types of testing for projects.
+ Generate regular reports, threats, and status dashboards.
* Managed daily testing, bug tracking, and resolution progress reporting.
» Monitoring network activity to find weak areas
¢ Responding to data breaches and security threats

¢ Maintained test results and output for future reference.



TECHNICAL SKILLS

Knowledge and hands-on
experience in Selenium
automation Tool & postman API
checking Tool.

Knowledge in Penetration
Testing.

Knowledge and hands-on
experience in Defect Tracking
Tools.

Knowledge and hands-on
experience in Test Management
Tools.

knowledge in Linux commands.
Knowledge and hands-on
experience in Both Manual &
Automation Tools.

ACADEMIC PROJECTS

e 9 Months Experience in VAPT
(vulnerability Assessment &
Penetration Testing) using Kali
linux OS

Six Months Experience In Mini
Project (Mobile Store
Management System) In VISUAL
BASIC

Six Months Experience In Main
Project (Crime File System) In
ASP.NET

AREAS OF INTEREST

S/W Testing , Quality Assurance
Vulnerability Assessment &
Penetration Testing (VAPT)
Ethical hacking

Networking Administrator
Windows Administrator

Blogging

Coding

2. QUALITY ANALYST

SERVILLE TECHNOLOGIES , Ernakulam : 02/09/2019 - 31/01/2022

Identified, documented, and reported bugs, errors, flaws, and other issues within the
software, applications and the web.

Experience in the Web and Mobile applications backend

Hands - on Experience in Penetration Testing of Websites

Checking that raw materials or components involved in the production process are
of suitable quality

Work closely with the QA Team & Development Team to improve existing products
Communicating with Quality Control Team about existing defects and how to
prevent them in future products

Consistently recognized for excellent problem-solving and analytical skills by
programmers, project managers and supervisors.

Communicate Technical Vulnerabilities and Remediation steps to Developers and
Management team.

Worked with developers to validate, assess, understand the root cause and mitigate

vulnerabilities.

3. SYSTEM AND NETWORK SECURITY ADMINISTRATOR

RED TEAM HACKER ACADEMY, CALICUT : 01/02/2018 - 31/10/2018

Vulnerability Assessment & Penetration Testing (VAPT) Projects using Windows
and Kali Linux.

Web server management with Linux and WordPress CMS.

Implementation of Ticketing system with Zammad.

Firewall Implementation with PF-sense.

ADDS role management in Windows server.

DECLARATION

I, Muhammed Shahid p s, declare that the above information is true and correct
to the best of my knowledge and nothing has been concealed or distorted.
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